Appendix D.

Preparing a Continuity of Operations Plan (COOP)

A Continuity of Operations Plan describes the process by which a health agency shall ensure that the essential public health functions can be performed in a crisis. The COOP provides an organized approach to identifying essential program operations or functions, and the required facilities, equipment, records and personnel to perform those functions. It also includes alert and notification procedures to inform the key personnel, identify alternate communication processes when traditional routes are impaired, and provides access to personnel contact information. 

Essential Functions

To begin a COOP, the dental director must determine which activities performed by the state oral health program are essential functions. Essential functions are those that enable the health agency to provide for the health and safety of residents and visitors of the state. Essential functions may include public health disease surveillance, immunization, billing for clinical services, providing media releases, etc. Each department and program should define their essential functions and identify the resources required by those functions. For example, state oral health programs may identify the monitoring and testing of water fluoridation systems as an essential function that should be resumed following a crisis event. Dental directors should identify any public health practices that are necessary to meet regulatory or statutory requirements. The dental director should assure that oral health program staff have the capacity to assist in other areas of the public health system.
Recovery Time Objectives for Essential Functions

In addition to identifying which functions are essential, the program must also determine the Recovery Time Objective (RTO) for each essential function. The RTO is the maximum amount of time the function or service can be interrupted before it must be restored to an acceptable level of operation after an event. The following table provides a method to determine the RTO’s for your program’s essential functions.  

Essential Function – Recovery Time Objectives Worksheet
	Tier
	Ratings
	Recovery Time Objective

	1
	IMMEDIATE – These functions involve those with the direct and immediate effect on the agency to preserve life, safety and protect property. These functions preserve the institution of government through command and control.
	0 - 24 hours

	
	IMMEDIATE Functions
	Resources Required – Facilities - including work from remote location, Equipment, Records and Personnel 

	1A
	
	

	1B
	
	

	2
	CRITICAL – These functions can be delayed until Tier 1 functions are restored but must be operational within 72 hours.
	24 + hours to 72 hours

	
	CRITICAL Functions
	Resources Required – Facilities - including work from remote location, Equipment, Records and Personnel

	2A
	
	

	2B
	
	

	3
	NECESSARY – These functions can be delayed until Tier 1 and 2 functions are established but must be operational within 1 week.
	72 + hours to 1 week 

	
	NECESSARY Functions
	Resources Required - Facilities - including work from remote location, Equipment, Records and Personnel

	3A
	
	

	3B
	
	

	4
	IMPORTANT - These functions can be delayed until Tiers 1, 2 and 3 are operational.
	1 week to 30 days

	
	IMPORTANT Functions
	Resources and Equipment Required

	4A
	
	

	4B
	
	


Interim Processes to Restore Functionality

In preparing a COOP, the dental director will also identify interim processes that can restore some level of functionality until the resources normally supporting essential functions are recovered. For example, personnel should be allowed to work remotely and be provided with equipment and clearances. COOP-designated temporary program records shall be used in place of vital records that are damaged or destroyed and require replacement or recreation at considerable expense or inconvenience. Another alternative is to use records obtained through mutual-aid agreements with other agencies using the same program systems. 

Interim Processes to Restore Functionality Worksheet

	Essential Function
	Interim Process
	Resources for Interim Process
	Person Responsible

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     

	     
	     
	     
	     


Key Personnel

Dental directors will also identify the key personnel necessary to carry out the program’s essential functions and fulfillment of its mission. These may include directors and program managers but can also include non-management positions. The COOP Plan is designed to address a denial of service due to reduced workforce. The building, systems and equipment may all be operational, but the employees are not able to report to work. Therefore, it is critical to identify backups for key personnel and ensure the back-up personnel are adequately trained or certified to perform the job.

Orders of Succession and Delegation of Authority

Orders of succession and delegation of authority provisions are implemented when departmental personnel are incapacitated or unavailable to execute their duties during a crisis. These provisions allow for an orderly and predefined transition of leadership. In selecting successors, directors may identify any limitations that might affect a person’s ability to perform.

Succession of Leadership Worksheet
	Key Personnel
	Successor 1
	Successor 2
	Successor 3
	Limitations

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     

	     
	     
	     
	     
	     


Delegations of authority specify who is authorized to make decisions or act on behalf of key department leadership and personnel if they are away or unavailable during an emergency.  Consider the following authorities when determining personnel for delegations for your department:

· Signing authority (e.g., contract approval, procurement and or approval of payment)

· Emergency procurement

· Approving emergency policy changes

· Approving changes in standard operating procedures

· Making personnel leave authorizations

· Cash flow and debt management (e.g., monitor bank balances)

· Duties that require regulatory or statutory authority.

Delegation of Authority Worksheet

	Position
	Authority
	Delegation to Position 
	Triggering Conditions
	Procedures
	Limitations

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     


Communication Planning

Programs should maintain current contact information for personnel. Contact information should be reviewed and updated quarterly by all personnel. Supervisors should maintain up-to-date contact information for all staff members who report to them. 

Staff Roster Worksheet

	Last Name
	First Name
	Title
	Work Phone No.
	Cell Phone No.
	Home Phone No.

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     


Communication planning is a crucial part of building effective COOP capabilities. The program must establish specific procedures to alert and notify personnel of emergency situations, including building evacuation required by immediate danger, as well as impending events that have been forecast. The communications worksheet may be used to document how the program staff will communicate during a crisis when standard communication systems are down (satellite phones, 800 MHz radios, etc.) 

It is important to periodically test the communications plan with drills or exercises that evaluate procedures used for communication, the accuracy of the staff roster, and the ability to reach staff members in a timely manner.   

Communications Worksheet
	Procedures for Alerting and Notifying Personnel: External and Internal Communication
	Person Responsible
	Equipment or Media to be Used
	Additional Information
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